An external factor is an added condition beyond the normal load of the system affecting the system's success. Each external factor has an influence on system components, which may lead to system failure. To decrease the effects of different states of the external factors on system components, multistate protections are established to protect the components from the effects of the external factors. The protection states are dependent on the external factor state. When a protection is at different states, the protection may be damaged. In this paper, considering the joint effect of the external factors and protections on system components, a measure of states of the protections on the system reliability is introduced to identify which protection level has the most important influence on the system success. Based on the importance values of different protections, appropriate actions can be applied in system components to improve the system protection and reliability and reduce the effects of external factors. At last, an example of a computer server system is used to demonstrate the proposed method.
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Introduction
An external factor is an added condition beyond the normal load of the system affecting the success of the system. The external factors have effects on the system reliability [2, 6] . In multi-state systems, the external factors have multiple states, which have a different influence on the components. For example, Si et al. [7] analyzed the effect of the external factor state on the system performance. Hausken and Levitin [4] reviewed the system defense and attack models. Zhai et al. [10] analyzed the defense and attack based on the sharing performance. Xing and Levitin [9] gave a data protection policy based on the partition technique where sensitive data are divided and distributed. Di et al. [1] analyzed the object defense with preventive strike and false targets.
To decrease the effect of external factors on components and system, a protection model should be built to protect the components and system. Considering the separation and protection of system elements, Levitin and Ben-Haim [5] presented a generalized model of damage by intentional attack. Taranto et al. [8] analyzed the importance on voltage protection in active distribution networks of voltage security. Dui et al. [3] proposed a new importance measure to evaluate the degree of the impact of external factors on the system. According to the external factor states, the protection has multiple states. In such protections, different protection states have effects on the system's reliability. The states of the protections are dependent on the states of the external factors. It is important to identify which protection state has the greatest effect on the system reliability.
In this paper, the protections for external factors are evaluated. Then, an importance measure of protection states is introduced to identify which protection state has the most effect on the system's reliability. Considering the conditional probabilities, a Bayesian network (BN) based method is used to calculate the importance. At last, a numerical example is used to illustrate the use of the proposed methods.
Protection for external factors
In multistate systems, each external factor has an influence on components or system. Thus, we should build the protective layers to protect the components, in which protective layer i can protect component i. For example, a multistate system with two external factors is shown in Figure 1 . Components 1 and 2 are impacted by external factors 1 and 2. To protect the components and system from the effects by external factors, we use protective layers 1, 2, and 3 to protect each component and system. In Figure 1 , the directed edges represent the conditional dependency between an external factor and a component, and a component and the system. v to represent the damaged probability of state q of protective layer . When the protective layers have been damaged, the external factors will affect the components. On the contrary, when the protective layers are working, the external factors have no effect on the components. Then, the probability that component i is at state m when protective layer i pl is at state q is in equation (1).
Then when component i is at state m, we have 
Thus, the effect of state q of protective layer on the state m of component i is 
The importance ( , ) k S i t is the effect of state q of protective layer on the system's reliability. Equation (4) can be used to identify which protection state has the most effect on the system's reliability.
In equation (4) node becomes a root variable, its state probability distribution is called as prior probability distribution.
When considering the effect of external factors, the component variables and external factor variables describe all the fractional parts of a certain system. The detailed descriptions are as follows.
(1) The system state variables can use the structure function to describe the probability distributions. Components are statistically independent, so
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x t m x t x t can be got by the system structure. Then we have
(2) External factors are statistically independent, so we have 
. 
i e xt can be got by the direct information of external factors. (4), the proposed importance can be got.
Numerical example
In this section, we use an example of a computer server system to demonstrate the proposed method. In Figure 2 , a system consists of three computer servers. Each computer server can be protected by the corresponding radar. The computer servers can be assaulted by one or two anti-aircrafts. When no anti-aircrafts assault, the state is in working state 0. Figure 3 .
(a) The importance Figure 3 . The importance values of protective state of computer server i According to equation (4), we can get Figure 3 (c).
Conclusions
This paper has analyzed the protection for the effects of the external factor. The probability of component state changes with the appearance of external factor, and the protection for external factor can decrease its effect on the component. Thus, the system reliability will be also influenced. The proposed importance can identify the most important protection state for improving the system's reliability. In different life phase, the importance ranks of the protection levels are different.
